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1 
Biometrics 

 

1.1 What is a biometrics?  

Biometrics is an open-ended set of technologies based on the measurement of some unique physical 

characteristics of an individual for the purpose of identifying an individual or verifying identity. Biometric is 

considered to be the most secure and convenient (public acceptance may differ based on cultures, 

physical inabilities) authentication technology.  

It cannot be borrowed, stolen, or forgotten, and forging one is practically impossible. This technology  

measures individuals' unique physical or behavioural characteristics to recognise or authenticate their 

identity. Physical biometrics characteristics include fingerprints, hand geometry, retina, iris, and facial 

characteristics. Behavioural characters include signature, signature dynamics (i.e. the way a signature is 

written), voice, lip movement, keystroke analysis, and gait. 

As people search for more and more secure authentication methods for access control and security 

applications, biometrics has got the top attention. You have all forms of technologies to choose from and 

there is no single technology that suits every one. It should depend on the level of security you require 

and your budget constrains. Different applications require different biometrics where Universal BioSys 

has the capability of attaching any type of biometrics device to the system according to the application 

requirement and the organisations usage.   

 

1.1.1 Fingerprint  

Fingerprint is being used from several centuries as ones signature or way of proof in forensics. It is the 

most stable from of biometric signature that hardly change with your age. It looks at the patterns found in 

end of the finger. 

There are various fingerprint verification approaches such as matching minutiae where minutiae points 

are local ridge characteristics that occur at either a ridge bifurcation or a ridge ending, straight pattern-

matching, and approaches including things like moiré fringe patterns and ultrasonic. Workstation access 

application area seems to be based almost exclusively on fingerprints, due to the relatively low cost, small 

size, and ease of integration of fingerprint authentication devices.  

 
Figure 1 – Various Biometrics Technologies 
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1.1.2 Hand Geometry  

Hand geometry analyses and measures the shape of the hand. Individual hand features are not 

descriptive enough for identification but verification is done with a method of combining various individual 

features to reach robust verification. This might be suitable where there are more users or where users 

access the system occasionally and are perhaps less closely-controlled the use of the system. 

 

1.1.3 Retina 

This technology involves analyzing the layer of blood vessels located at the back of the eye. This 

mechanism uses a low-intensity light source through an optical coupler to scan the unique patterns of the 

retina. Retinal scanning can be quite accurate but requires users to look into a receptacle and focus on a 

given point. This method is not particularly convenient if user wears glasses or is anxious about having 

close contact with the reading device. 

 

1.1.4 Iris 

An iris biometric analyses features found in the coloured ring of tissue that surrounds the pupil. Iris 

scanning, undoubtedly the less intrusive of the eye-related biometrics, uses a fairly conventional camera 

element and does not require having a close contact between the user and the reading device. Iris 

biometrics work with glasses in place and is one of the best devices that work in identification mode. 

 

1.1.5 Face Recognition 

Face recognition analyses facial characteristics. It requires a digital camera to develop a facial image of 

the user for authentication. Another variation of face recognition is the IR (Infra Red) image of a face (use 

an IR camera) which tries to compare the temperature differences in human face. Face recognition is one 

of the highly used techniques mainly due to its suppleness and low cost.  

 

1.1.6 Signature and Signature Dynamics 

Signature verification analyses the way a user signs his/her name. Such systems measure features such 

as speed, velocity, acceleration and pressure and also the finished signature's static shape. Signature 

verification devices are reasonably accurate in operation and obviously lend themselves to applications 

where a signature is an accepted identifier. This technology belongs to the category of behavioural based 

detection. The problem with such systems is that they require more processing power and memory.  

 

1.1.7 Voice  

This also belongs to the category of behaviour based systems which measure the frequency 

characteristics of an individual when he/she talks a predefined word or set of words.  
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1.1.8 Combined Technologies 

In order to have better security certain systems allow combination of biometrics characteristics to be 

checked at the same time. There are systems which check use the face recognition, voice and lip 

movement at the same time.  

Table 1 shows you a comparison of several biometric technologies. 

Technology 
Ease of 

Use Accuracy 
User 

acceptance 
Security 

Level Stability 
Error 

occurrences Cost 

Fingerprint High High Medium High Very High Dryness, dirt  Average 
Hand geometry High High High Medium Medium Injury, age Average 

Retina 
Low Very High Low High High Glasses Very 

High 
Iris  Medium Very High Low Very High High Poor light Average 
Face 

Recognition 
High High High Medium Medium Age, poor 

light, hair 
Lower 

Signature 
High High Medium Medium Medium Changes over 

time 
Average 

Voice High High High Medium Low Health, Noise  Lower 

key stroke 
analysis  

High High High Medium Medium Changes over 
time, maturity 
to type  

Lower 

Table 1- Comparison of various biometrics technologies 

 

1.2 Use of Biometrics  

Security systems use biometrics for two essential purposes such as to verify or to identify users. The 

biometric that a security system employs depends in part on what the system is protecting and what it is 

trying to protect against. 

Many highly secure environments have used biometric technology for access control. Today, the primary 

application of biometrics is in physical security: to control access to secure locations (rooms or buildings). 

Unlike photo identification cards, which a security guard must verify, biometrics permits unmanned 

access control. Biometrics is useful for high-volume access control. 

Biometric allows overcoming the problems of weak (easily guessed by others) and easily forgotten 

passwords, lost or stolen crypto cards by making sure no password or physical identifier to be carried out. 

Biometrics allows releasing a key as payload, which is more secure and convenient than protecting a 

conventional key. Biometrics can increase a organisations ability to protect its data by implementing a 

more secure key than a password (a payload could be released when the user is verified or identified).  

Using biometrics also allows a hierarchical structure of data protection, making the data even more 

secure.  

 

1.3 Standardization 

The biometrics industry has more than 150 hardware and software vendors, each with their own 

proprietary interfaces, algorithms, and data structures. Standards are emerging to provide a common 
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interface, to allow sharing of biometric templates, and to permit effective comparison and evaluation of 

different biometric technologies.  

The BioAPI standard defines a common method for interfacing with a given biometric application. 

Microsoft, the original founder of the BioAPI Consortium, dropped out and developed its own BAPI 

biometric interface standard. Another draft standard is the Common Biometric Exchange File Format, 

which defines a common means of exchanging and storing templates collected from a variety of biometric 

devices. 

 

1.4 Applications and Products 

Biometrics is a rapidly evolving technology where initially it was widely used in forensics than access 

control. Recent advancements in biometric sensors and matching algorithms have led to the deployment 

of biometric authentication in a large number of civilian applications. Biometrics can be used to prevent 

both unauthorized physical and virtual access. 

Various types of products are being introduced with using biometrics technologies to identification and 

verification but most of then are with only a single type of a biometric technology with a centralized 

storage. In Universal BioSys comes as an integration of more than one biometric technology with 

distributed storage system.  
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